([ OpenSSL ZE17HER
e A S S I R E6 e e )

\

F1H, H#32H



114.3.20
> HEREEESLER
https://blog.miniasp.com/post/2019/02/25/Creating-Self-signed-Certificate-using-OpenSSL
Organization Name (eg, company) ===> Executive Yuan

Organizational Unit Name (eg, section) ===> Ministry of Digital Affairs
Organizational Unit Name (eg, section) ===> Ministry of Digital Affairs Root Certification Authority -
Gl
v RS ERERR (A Windows OpenSSL » #5552 DL T 2445 &k Windows OpenSSL Z74%
A REFR(E -
https://slproweb.com/products/Win320penSSL.html
v Fi% openssi\bin H§k T openssl.cfg (EIX4FHITE B openssl_RootCAPRofile.cfg, HJ i
openss|_RootCAPRofile.cfg 4 %4 openssl.cfg ELFHHIH, {HTHEZAHER K THESCAH SR B Ry AT
it Executive Yuan Kz Ministry of Digital Affairs, o] B{T/F s EBAT BB FEZ A% K 72
S 4H AR EEAT)
3 7 stateOrProvinceName, commonName, emailAddress iE =TEFIII#EECH
# For the CA policy
[ policy match ]

count ryName = match
#stateOrProvinceName = match
organizationName = match
organizationalUnitName = optional
#commonName = supplied
#emailAddress = optional

# For the CA paolicy
[ policy match ]

conntrylamns = match
|Eatate5rErDv1nceHame = matcE )
orzanizationlamne = match
organizationallingi tName = optional
#FoomnonNamne = supplied
(Femailiddress = optional

F2H, H#32H


https://blog.miniasp.com/post/2019/02/25/Creating-Self-signed-Certificate-using-OpenSSL
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%< % countryName default, stateOrProvinceName,
stateOrProvinceName default, localityName, O.organizationName default,
commonName, emailAddress iE/NTERTII#EEECH; organizationalUnitName 24/
0.organizationalUnitName; organizationName default i 5y
0.organizationName_default HIAMERE#TE, ¥r¥% 1.organizationalUnitName;
i 1.organizationalUni tName default I AEEf7 475 -

[ req distinguished_name ]

count ryName = Country Name (2 letter code)
#count ryName default = AU

countryName default =TW

countryName min =2

count ryName max =2

State or Province Name (full name)

#stateOrProvinceName
Some-State

#stateOrProvinceName default

Locality Name (eg, city)

#localityName

Organization Name (eg, company)
Internet Widgits Pty Ltd
O0.organizationName default = Executive Yuan

0.organizationName

#0.organizationName default

# we can do this but 1t 1s not needed normally :-)
#1.organizationName = Second Organization Name (eg, company)
#1.organizationName default = World Wide Web Pty Ltd

0.organizationalUnitName Organizational Unit Name (eg, section)

#organizationalUnitName default
O.organizationalUnitName default = Ministry of Digital Affairs Root

l.organizationalUni tName = Organizational Unit Name (eg, section)
l.organizationalUnitName default = Ministry of Digital Affairs Root
Certification Authority - GI

#commonName = Common Name (e.g. server FOQDN or YOUR
name)
commonName max = 64

F3H, H32H



#emai1lAddress
emailAddress max

[ req distingunished nane ]
e

#Foonntrylane defanlt
couptrvlans defanlt

]

= Email Address
= 64

try Name (2 letter code)
A1
Tir

countrvlame_min
conntryName max

2
2

#statelrProvincelane
#statelrProvinceNane default

State or Province Name (full name)
Some-State

l#lucalityﬂame

Locality Name {(egz, city)l

O oreanizatinnll=pe

(ioanization Name (eo pany)

#0.organizationNane_defanlt

(W.organizationNane default

Intzrnet Widgits Pty Lid
Executive Yuan

# we can do this but 1t is not needed nommally :-)

#l.organizationfame
#l.organizationNamne defanlt

O.organizationallni tHans
40 foatd Lo+l defan]

+

Second Organization Name {22, company)
Morld Wide Web Pty Ltd

Organizational Unit Name (eg, section)

l0.arganizatiunalUnitName_aefault

Ministry of Digital Affairs|

l.organizationalllni tName
1.urganlzat1DnalUn1tName_default

Organizational Unit Name (eg, section) _ _
Ministry of Digital Affairs oot Certification Authority - G1

l#cummnnﬂame

Commnon Name {(e.z. server FQDN or YOUR name)l

cCommoniane_max

ba

Email éddress]
Dg

l#emailﬂddress
2ina 1 dress_max
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% authorityKeyldentifier BIEATII#EFECHE; Y keyUsage MEAMTA
digitalSignature

[ v3 ca ]

# Extensions for a typical CA

# PKIX recommendation.
subjectKeyldentifier=hash

# authorityKeyldentifier=keyid:always,issuer

# Key usage: this 1s typical for a CA certificate. However since 1t will
# prevent 1t being used as an test self-signed certificate i1t 1s best

# left out by default.

# keyUsage = cRLS1gn, keyCertSign

keyUsage = digitalSignature, cRLSign, keyCertSign

[ v3_ca ]
# Bxtensions for a tvpical Ca

# PEIN recommendation.

snhjectlkevldentifier=hash

[# anthoritvEeyldentifier=kevid:always,issuer|

# This is what PEIX recommends but some broken software chokes on critical
# extensions.

#FhasicConstraints = critical ,Ch:trne

# 50 we do this instead.

bazsicConstraints = Ch:true

# Kev nsape: this 15 tvpical for a Ch certificate. Howewer since 1t will
# prevent 1t being used as an test self-signed certificate 11 15 best

# left out by defanlt.

# levllgaoe = <RS00, lewlartSion

[keyUsage = digitalbignature, cRLoign, keyCertSigE]
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v {1 @SRRI BT TES
v' C:\WINDOWS\system32>cd C:\OpenSSL-Win32\bin
v' C:\OpenSSL-Win32\bin>mkdir MODA
v' C:\OpenSSL-Win32\bin>cd MODA
v' C:\OpenSSL-Win32\bin\MODA>openssl req -x509 -new -nodes -sha256 -utf8 -days 3650 -
newkey rsa:4096 -keyout MODARoot.key -out MODARoot.crt
v EHYHEEZEE Windows Active Directory (AD)IRIE - A /G RHR &8 MODARoot.crt [ A
AD F i » FIRPEAY T R /558 MODARoot.crt JRiE R ZEAHERS T - B e A
PENSIRESEES S AR E S RER 5 2 A 255% Windows Active Directory (AD)
R A HEE R RS TRES AR EASIE A H S R&S - T2 E 1% HE Windows A
ok HARIIR BEE T S 1L = ST/ Bas 4 1 TP AFI{E -
M ELARCCIREEED #1T openss| A RJREE IR 'openssl' RN EIEIMI AT -
AHITHIIE AL RAE - - 357F Windows 5%7E -> Z4f -> AEHEER N B
-> iEEEE S 2 MEE 0 B OPENSSL_CONF K7 path IREZSEEE] o
X FLHRCIRIEEY > 1JHTEE openssl.exe P2 RERRIIFEE openssl.cfg F&ZE AL
BTIT > 41 C:\OpenSSL-Win32\bin\MODA> “C:\OpenSSL-Win32\bin\openssl.exe” req
-config “C:\OpenSSL-Win32\bin\openssl.cfg” -x509 -new -nodes -sha256 -utf8 -days
3650 -newkey rsa:4096 -keyout MODARoot.key -out MODARoot.crt
¥ -days 3650 fy%r s REa U REEY 10 4F > 3650 T H{THH%EL o
W HEHEINA BRI EZEE > 4 Active Directory (AD) » ZEEEZA4E OpenSSL H§ ikt
OpenSSL FEAME AT IFEHTH % T » B RIERRIE L3I openssl.cfg fE 2B AE TR
FHEHEFIER » #(F L SEhimiE -
i FEEY
| mmaw mm [#% |ssee we ZengHumnsong memEanw  iE OPENSSL_CONF BRIFSEE]
EHELSZREEESNEAEA  THEBESENASSRE - - = Py
s Intelli) IDEA Com.. C:\Program Files'JetBrains\Intelli) IDEA C
BEYE  EEHEE IEECHEIEELEE OneDrive Ch\Users\ZengHuanSongiOneDrive - Chu...
OneDriveComme... C\Users\ZengHuanSong'OneDrive - Chu...
| 2. Path Ch\Users\ZengHuanSong'AppData'Local... o
ERERER FHRN).- =|EE).. TRIER(D)
BAREEARNEERTE
| REBH(S)
| £EE) - ~
| MBER OF PR.
HERIEE
sFEs owEsy-EEsE® | Jos
Path CAWINDOWS system32,CAWINDOWS,C....
EEM..
| ... FE(N)... RIEEL
B
BT i ZHA
BB
R Windoy
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ERsE Br EE  zuEE B

TEBELRREESNELZEAN » Tht
R
EEUE  EEEHE  CEEERE]

EREETEE
BEREEARNEERTE

EHERISE
£ EHEE - RFEXR - RESES

e

L

RIEEE

sE Path BRETSEEY

ZengHuanSong HEBREEHW)

a2z

&

CnelriveComme... ChUsers\ZengHuanSong'OneDrive - Chu...

Path Ch\Users\ZengHuanSongiAppDataLocal...
TEMP ChUsers\ZengHuanSong'\AppDatatLocal...
TP Ch\Users\ZengHuanSongiAppDataLocal... =
RN R|EE). RIE=D)
REEAS)

CAWINDOWS system32; CAWINDOWS;C:...
PATHEXT ‘COM..EXE: BAT. CMD; \VBS; VBE. S JSE; .
PROCESSOR_AR... AMD&4

PROCESSOR_IDE... Intelé4d Family 6 Model 80 Stepping 3, Ge...

BB 0)... ZEQD.. RlERL

| =2 || B

EsE B ER  agEE B

YR RREESHNEFEA - T8
HEE
REUE - FEEEE - TERERES

EEERTEE
EREEARNEERT

EEREE
RHEE - 2HEM - REEER

Iﬁl

Zenl EEREEH x
=]

- 2%SystemRoot¥hsystem32 | EE(M) |

P Y%SystemRoot?

T: 2%SystemRoot?s)System32\Whem F|EE)

L 2SYSTEMROOT%\System 32y WindowsPowerShellw1.04
%SYSTEMROOTI6\System32\OpenSSHY HE(E).
26JANVA_HOMENbinY,

C:\Program Files (x86)\Javatjdk-12.0.1"bin Rl
B35
F#EU)

=

Pa TH#(0)

P

PH

PF |EIF()..

BE i
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=g &
fi V3
| =3 00f5b2d5a3229bf9bf
|E=EEEE sha256RSA
|SEREEEE sha25s
HEE
|EuEE 202535170 T 05:25:32
| BT 2035535158 T505:25:32
< >

Ministry of Digital Affairs Root Certification Autharity
RSA (4006 Bits)

0500
d246d51c0a8cd83418e77826124c4b5f0d65065
Subject Type=CA, Path Length Constraint=MNane
Digital Signature, Certificate Signing, Off-line CRL ¢
693e28971c494ab394adb7377309567157dfeds
£ >

v

QU = Ministry of Digital Affairs Root Certification Authority - G1
OU = Ministry of Digital Affairs

O = Executive Yuan

C=TwW

EHIEEQO).

Digital Signature, Certificate Signing, Off-line CRL Signing, CRL Signing
(86)

EHIEXRO).
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> DIESRES s T B ST
https://blog.davy.tw/posts/use-openssl-to-sign-intermediate-ca/

Organization Name (eg, company) ===> Executive Yuan

Organizational Unit Name (eg, section) ===> Ministry Of Digital Affairs

Common Name (e.g. server FQDN or YOUR name) ===> www.moda.gov.tw

v

FJ9%E openss\bin H$%k T openssl.cfg (E.EFHIAE Fs openssl_EndEntityProfile.cfg, A&
openss|_EndEntityProfile.cfg (X f& %4 openssl.cfg EFE(H, (HTHRAAHSE KRR AHE AL
R4t Executive Yuan K7 Ministry of Digital Affairs, ©] [ {T1F LB AT FEA FERAA 4% &

THECAHGRERAT)
*KRF dir gUI#EEECE, WrdE dir = . #F new_certs_dir AUI#RERCEE; Wrig

new certs dir = $dir
[ CA defaunlt ]

Fdir = .fdenoCh # Where evervthing 15 kept

dir = . # Where evervthing 1s kept

certs = fdirfcerts # Where the 1ssueﬁ certs are kept

crl dir = $dirfcrl # Where the i1ssued crl are kept

database = $dirfindex.txt # database index file.

Fonique_subject = no # Set to 'mo' to allow creation of
#

Fnew_certs_dir fdirfnewcerts # default place for new cert

several ctificates with =3 snhject.
5.
fdir mj

new certs dir

certificate = $dirfcacert.pen # The Ch certificate
serial = $dirfserial # The current serial number
crloumber = $dirferlnunber # the current <rl number
# nust be commented out to leawe a V1 CREL
crl = $dirferl.pen # The current CREL
private lew = §$dirfprivate/cakey.pen# The private keyw
EANDFILE = §dirfprivate/. rand # private random nunber file
*209 extensions = usr_cert # The extentions to add to the cert

¥ 1 commonName HiJIEFAY#ELH

# For the CA paolicy
[ policy_match ]

conntryNamne = match
#statelrProvinceNamne = match
organizationName = match
organizationalllnitName = optional
(ComnonNane = supplied |
#Femalladdress = optional
# For the CA policy

[ policy match ]

count ryName = match
#stateOrProvinceName = match
organizationName = match
organizationalUnitName = optional
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supplied

commonName
#emailAddress

optional
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¥ ¥ l.organizationalUnitName, 1.organizationalUnitName_default & fiIE R II#E:
sCH; commonName FiffilEEH#HCH

[ req distingnished name ]
countryName

Country Name {2 letter code)
#countrvName_defanlt Al

countryfame_default = TW
countryName min =2
countrvName_max =2

#statelrProvinceNans
#statelrProvinceNans defanlt

State or Province Name (full name)
Some-State

#localitvlane Locality Name (eg, citw)
Organization Name (eg, company)
Internet Widgits Pty Ltd
Executive Yuan

O.organizationNane
#0.organizationFane_default
O.organizationlamne_defanlt

# we can do this but it 1s not needed nommally :-)
#1.organizationNane = Second Organization Fame {(eg, companw)
#l.orzanizationName_defanlt = World Wide Web Ptw Ltd

O.organizationallnitHane Organizational Unit Fame (eg, section)
#0.organizationallnitNane_defanlt

O.organizationallnitNane default

Ministry Of Digital Affairxs

Organizational Unit Name (eg, section) _ _
Ministry Of Digital Affairs Root Certification Awthority - Gl

#l.organizationalllnitNane
#l.organizationallnitNane_defanlt

Common Name {e.g. server FOQDN or YOUR name)l
Dg

lcommonﬂame
COMLOnNane ax

#enailAddress
enaildddress max

Emai1l Address
4

[ req distinguished_name ]

count ryName = Country Name (2 letter code)
#countryName default = AU

countryName default =TW

countryName min =2

count ryName max =2

#stateOrProvinceName State or Province Name (full name)

#stateOrProvinceName default Some-State

#local1tyName Locality Name (eg, city)

Organization Name (eg, company)
Internet Widgits Pty Ltd
Executive Yuan

0.organizationName

#0.organizationName default

0.organizationName default
# we can do this but 1t 1s not needed normally :-)

#1.organizationName = Second Organization Name (eg, company)
#1.organizationName default = World Wide Web Pty Ltd
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0.organizationalUnitName Organizational Unit Name (eg, section)

#organizationalUnitName default

0.organizationalUnitName default = Ministry Of Foreign Affairs Root

#1.organizationalUni tName = Organizational Unit Name (eg, section)
#1.organizationalUnitName default = Ministry Of Foreign Affairs Root
Certification Authority - GI

commonName = Common Name (e.g. server FOQDN or YOUR
name)

commonName max = 64

#emailAddress = Email Address

emailAddress max = 64

F12H, $£32H



% & usr cert fOA # PKIX recommendations harmless if included in all
certificates. - extendedKeyUsage = critical,serverAuth,clientAuth 72
EEENE; #basicConstraints AI#EFECEE; # This is typical in keyUsage
for a client certificate. # keyUsage = nonRepudiation, digitalSignature,
keyEncipherment 3= W 17 il F& ; nsComment 7 0 # 5F ¢ # ; # PKIX
recommendations harmless i1f included in all certificates. #
subjectKeyldentifier=hash # authorityKeyldentifier=keyid,issuer #EWI{T
ik ; # This is required for TSA certificates. # extendedKeyUsage =
critical,timeStamping =’ {TMIkR

F13H, $32H



[ nsr_cert ]

# These extensions are added when 'ca' signs a reguest.

anthoritvRkevldentifier=kevid,1ssner

///”;PKIH recommendations harmless 1f included in all certificates.
subjectEevIdentifier=hash

\

# anthoritvInfobccess = calssuers;URI :https:/fwww noda.gov. tw/MOFARootCA pTh

certificatePolicies = 2.16.886.101.0.3.3, 2.23.140.1.2.2

# multidomain certificate
snhjectAltlame = @alt names

# crllistribotionPoints = URL:http:/ fwwwomoda.gov.twica.crl
# This 15 tvpical 1n kevlsage for a client certificate.

# kevllsage = nonRepudiation, digitaliignature, keyEncipherment
kevlizage = critical, digitalSignature, kevEncipherment

# This 15 required for TSA certificates.
# extendedKeyllsage = critical,timeStanping
extendedbevlsage = critical ,serverduth,clientduth

%

# This goes against PEIN guidelines hut some Chs do i1t and some software
# requires this to avoid interpreting an end vser certificate as a CA.

| # hasicConstraints = CA:FALSE |

# Here are some examples of the usage of nsCertType. If 11 15 omitted

# the certificate can be used for anvthing *except® object signing.

# This 1s 0K for an S5L server.
#F nslertType = server

# For an object signing certificate this wonld he used.
# nsCertType = ohisign

# For normal client use this 1s typical
# nsCertType = client, email

# and for everything including object signing:
# nsCertType = client, email, objisign

i ' ' ' : et listhox,
I# nsComment = "OpenSSL Generated Certificate"]

# This stuff 1s for suhjecthltName and i1ssuerdltname.
# lnport the enatl address.

# snbjectiltVane=enail :copy

# hn alternative to produce certificates that aren't
# deprecated according to PEIX.

# snbhjectiltVane=emnail :move

# Copy subject details
# 1zssuerhltlame=1ssuer copy

#nsCalevocationlr] = http: fwww.donain.donfca-crl . pen
#FnsBaselrl
#FnsRevocationlcl
#FnsBenewallrl
#FnsCaPolicylrl
#Fnsislierverlans
PB4, TL32H



[ usr_cert ]

# These extensions are added when 'ca' signs a request.

# PKIX recommendations harmless 1f included in all certificates.
authorityKeyldentifier=keyid,issuer

subjectKeyldentifier=hash

# authoritylnfoAccess =
calssuers;URI:https://www.moda.gov. tw/MODARootCA.p7b

certificatePolicies = 2.16.886.101.0.3.3, 2.23.140.1.2.2

# multidomain certificate
subjectAltName = @alt names

# crlDistributionPoints = URI:http://www.moda.gov.tw/ca.crl

# This 18 typical in keyUsage for a client certificate.

# keyUsage = nonRepudiation, digitalSignature, keyEncipherment
keyUsage = critical, digitalSignature, keyEncipherment

# This 18 required for TSA certificates.

# extendedKeyUsage = critical, timeStamping

extendedKeyUsage = critical,serverAuth,clientAuth

# This goes against PKIX guidelines but some CAs do it and some software
# requires this to avoid interpreting an end user certificate as a CA.

# basicConstraints = CA:FALSE

# This will be displayed 1n Netscape's comment listbox.

# nsComment = "OpenSSL Generated Certificate"

F15H, $£32H



¥ BkeyUsage BifI#sTscs; #i¥ keyUsage = digitalSignature, keyEncipherment
Sz subjectAltName = @alt_names 3BWA{T ° WEAIAL alt_names ]EEEER

[ #+3_req ]
# BExtensions to add to a certificate reguest

hasicConstraints = ChA-FALSH
[ #lkevlsage = nonBepudiation, digitalSignature, kevEncipherment ]

kevlisage = digi1talSignature, kevEncipherment
snbjectiltlane = @alt nanes

-
[ alt_names ]

DHS.1 = www.noda.gov.tw

#IP.1 = 104.18.22.126

\femail = service@noda.zov.tw

[ v3_ req ]

# Extensions to add to a certificate request

basicConstraints = CA:FALSE

#tkeyUsage = nonRepudiation, digitalSignature, keyEncipherment
keyUsage = digitalSignature, keyEncipherment

subjectAltName = @alt names

[ alt _names ]
DNS.1 = www.moda.gov.tw

#IP.1 = 203.66.32.136
#email = service@moda.gov.tw
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% fnA certificatePolicies fz Key usage -+ keyUsage = critical, cRLSign,
keyCertSign &E%; authorityKeyldentifier HiifiIEEAY#ECH ; # Key usage: this is
typical for a CA certificate. However since 1t will ------ # keyUsage =
digitalSignature, cRLSign, keyCertSign 22 PU{THiHFR

[ v3 ca ]

# Bxtensions for a typical CA

certificatePolicies = 2.16.886.101.0.5.3, 2.23.140.1.2.2

# Kev usage: this 15 typical for a CA certificate. However since 1t will
# prevent 1t being used as an test self-signed certificate 1t 12 best

# left out by defaunlt.

# lkevlsage = cBLS1on, kevlertSign

# kevlsage = digitalSignature, cBLSign, kevCertSizn

kevlsage = critical, cRLSi1gzn, kevlertSign

# PEIN recommendation.

snbjectlevidentifier=hash

anthoritvEevldentifier=kevid:alwavs,155uerx

# This is what PEI¥ recommends but some broken software chokes on critical
# extensions.

#hasicConstraints = critical ,Ch:tine

#F 5o we do this 1gstead,

# hasicConstraints = Ch:true
basicConstraints=CA:TRUE ,pathlen:0

Some might want this also
nsCertType = ssI1CA, emailCA

[nclude email address in subject alt name: another PEIN recommendation
snhjecthltName=ena1l :copy

Copy 1ssuer details

tesunerdltlame=1ssuer:copy

DER hex encoding of an extension: heware experts onlwy!
obj=DER:02:03

Wheie 'obi' 15 a standard or added ohject

You can even override a suppoited extension:
basicConstraints= critical. DER:30:03:01:01:FF

e e R R R W H R
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[ v3 ca ]

# Extensions for a typical CA

certificatePolicies = 2.16.886.101.0.3.3, 2.23.140.1.2.2

# Key usage: this 1s typical for a CA certificate. However since 1t will
# prevent 1t being used as an test self-signed certificate i1t 1s best

# left out by default.

# keyUsage = cRLS1gn, keyCertSign

# keyUsage = digitalSignature, cRLSign, keyCertSign

keyUsage = critical, cRLSign, keyCertSign

# PKIX recommendation.

subjectKeyldentifier=hash

authorityKeyldentifier=keyid:always,issuer

# This 1s what PKIX recommends but some broken software chokes on critical
# extensions.

#basicConstraints = critical ,CA:true

# So we do this instead.

# basicConstraints = CA:true

basicConstraints=CA:TRUE,pathlen:0

H W axr 330 s tlhaigo oo (A et o £y £ 1T 4o 1 + 4+ a1
|75 S B e A wrej

UT o CTItf vCvrctrrroatvo,. rfuwovor olirvo 1 C wirll

T IYCU )y Goago.
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C:\OpenSSL-Win32\bin\MODA>openssl genrsa -out server.key 4096
C:\OpenSSL-Win32\bin\MODA>openssl req -sha256 -new -key server.key -out server.csr
C:\OpenSSL-Win32\bin\MODA>openssl ca -in server.csr -cert MODARoot.crt -keyfile
MODARoot.Key -out server.crt -days 3652

...... Certificate is to be certified until Mar 17 09:52:16 2035 GMT (3652 days)

Sign the certificate? [y/n]:y

1 out of 1 certificate requests certified, commit? [y/n]y

X EARCERETSEE > AIHIEE openssl.exe B EFEILIIFEE openssl.cfg 1524
BT A

C:\OpenSSL-Win32\bin\MODA>“C:\OpenSSL-Win32\bin\openssl.exe” genrsa -out
server.key 4096

C:\OpenSSL-Win32\bin\MODA>“C:\OpenSSL-Win32\bin\openssl.exe” req -config
“C:\OpenSSL-Win32\bin\openssl.cfg” -sha256 -new -key server.key -out server.csr
C:\OpenSSL-Win32\bin\MODA>“C:\OpenSSL-Win32\bin\openssl.exe” ca -config
“C:\OpenSSL-Win32\bin\openssl.cfg” -in server.csr -cert MODARoot.crt -keyfile
MODARoot.Key -out server.crt -days 3652

LA E serverkey ¢ serverpem - #55255E » 55 AN EIEZAUL » GRIFEMHEIH & T
PiTE —HEEEBREL -
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> 1F Windows fH A %3 TRV /&S
v' C:\OpenSSL-Win32\bin\MODA>certutil -addstore -f "ROOT" MODARoot.crt
ROOT "SR BEE R e B A"
B AT
#5858 "Ministry of Digital Affairs Root Certification Authority" E.FIEE{FRI& T -
CertUtil: -addstore @54 K IN5EK °

n Anthority
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»  EHlca.crl  fF Windows T AEZERE (-5 M ca.crl -

v" (C:\OpenSSL-Win32\bin\MODA>openssl ca -gencrl -keyfile MODARoot.key -cert
MODARoot.crt -crldays 3652 -out ca.crl
Using configuration from C:\OpenSSL-Win32\bin\openssl.cfg
Loading 'screen' into random state - done
% -crldays 3650 [y a5 /Bag BE LA U R E4Y 10 47 » 3650 A H{THH% -

v C:\OpenSSL-Win32\bin\MODA>certutil -addstore -f "ROOT" ca.crl
ROOT "ZEEAVIR GBS E A"
CRL "OU=Ministry of Digital Affairs Root Certification Authority - GI,
OU=Ministry of Digital Affairs, O=Executive Yuan, C=TW" CL@rIsfFEHEF -
CertUtil: -addstore @< IN5ERK °

- GI, OU=Hin
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C:\OpenSSL-Win32\bin\MODA>certutil -URL https://www.moda.gov.tw/CRL/ca.crl
CertUtil: -URL @3 REINSERK
>:< aH

BRI B A TR E AR ca.crl; S-S H FODN BITEURSE O
EHIPEE A% FQDN 5%, 1P; HEsR AL ER

B[Pl certutil -URL $IELEZ CRL -

, =T 2

ETEHRIURL

https://www.mada.gov.tw/CRL/ca.crl

=il
s

[
£ CRL (780bd392)

[0.0] http//www.moda gov.tw/CRL/ca crl

[~ #5 LDAP

BAE

E
HEE

CEE (RE AN
=TSR URL

http://www.moda.gov.tw/CRL/ca.crl
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» i > HZHEEE(C) » OpenSSL-Win32 » bin » MODA

~
A =E
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[ index bt attr
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> % OpenSSL 7 BUAVRLZ 88 ke H % B8 G El PKCS12 g 2 k&0 (PFX 18)
openssl pkcsl2 -export -inkey server.key -in server.crt -out server.pfx
X FLHRCIRIEEY > TJHTEE openssl.exe P2 RERRIIFEE openssl.cfg F&ZE AL
BT
C:\OpenSSL-Win32\bin\MODA>“C:\OpenSSL-Win32\bin\openssl.exe” pkcs12 -
export -inkey server.key -in server.crt -out server.pfx
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> 1 PKCS12 1 Zer&= (PPX & ) B8 TAVA 5 FIY keys tore B > {EMEEEA %245 OpenI DK B4
Oracle JAVA JDK A REHR(E
keytool -importkeystore -srckeystore server.pfx -destkeystore tomcat.jks -
srcstoretype pkcsl2 -deststoretype jks -srcalias 1 -destalias tomcat

migrate to
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» openssl.cfg 8% req distinguished name Z7EH

[ req_distinguished name ]

countryName = Country Name (2 letter code)
#countryName _default =AU #H#HH comment Default
countryName default =TW #HH Change

===> H[{ Executive Yuan » B4 55 KAE H 1 THm A BN T]

#localityName = Locality Name (eg, city)
localityName default = Taipei City
O.organizationName = Organization Name (eg, company)

#0.organizationName_default = Internet Widgits Pty Ltd

0.organizationName default = Chunghwa Telecom Co., Ltd.

===> [} Executive Yuan » B4 55 KAE HTHm A BN T]

1.organizationName = Second Organization Name (eg, company)
l.organizationalUnitName default = Information Technology Group

===> T]{g Ministry Of Foreign Affairs » Bz 42 55 5K Fs E f1a A B T]

commonName = Common Name (e.g. server FQDN or YOUR name)

commonName default = eca.hinet.net

===> AR R > EEAREE OKAE B T AR A

I *openssl.cig - EEE
BRR #/EE #IXO) BEV) =S
[ req_distinguished_name ]

conntrylane

Country Name (2 letter code)
#oountryNane_defanlt Al

FF#EFE comment Default

conntryHamns_default - T FF##F  Change
countrylame_min =2

countryName_max =2

#statelrProvinceNamne = State or Province Name (fnll name) FFFFF comnent Default
#statelOrProvinceName default = Some-State FFFFF comment Default
#localityHame = Locality Name (eg, city) FFAFF uncomment Default
#localityWame_defanlt = Taipei City

Organization Fame (eg, company)

Internet Widgits Pty Ltd #F####  comnent Default
Chunghwa Telecom Co., Ltd.

Executive Tuan

O.organizationlane
#0.orzanizationNane_defanlt
O.organizationNane_default
#0.organizationNane_defanlt

#.orzanizationName_defanlt TR
# we can do this but it is not needed nomally :-)
l.organizationNane = Second Organization Name (eg, companv)

Warld Wide Weh Pty Ltd
Ministry of Economic Affairs

#l.organizationNane_defanlt =
#l.orzanizationName_defanlt =
#1.orzanizationallnitFamne = Organizational Unit Hame (eg, section)
#organizationallUnitNane_default =
#l.organizationalllnitVane_defanlt
#l.organizationalllnitVane defanlt
l.organizationallnitHame default
#1.orzanizationallnitWane_defanlt
#l.organizationallnitVane_defanlt

Mohile Bnsiness Group ###F#  Change
Data Communications Business Group

Information Technology Group

Ministry Of Foreign Affairs

FA3TER

#Z.organizationalllnitlane Organizational Unit Name ¢eg, Third) ###FF  Change

#3.01zanizationallnitNamne = Organizational Unit Name (eg, Third) F####  Change

cannonfaine
#FoommonHane _max
#oommonHame_default
comnonNane default
<

Common Yame (e.g. server FQUN ar YOUR name)
64

Chunghwa Telecom Registration Authority
eca.hinet.net

F31H, #32H

#HHH uncomment Default

##HHH#  comment Default
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» openssl.cfg 8%7F alt names 76H
[ alt names ]

DNS.1 = eca.hinet.net

DNS.2 = epki.com.tw

#IP.1 = 172.16.1.1

#IP.2 = 10.10.10.1

#IP.3 =192.168.1.1

FEANFEASHIAALE alt_names S{EEEE - F525445HH DNS.1 ~ DNS.2 8¢ 1P.1 ~ P2~ IP3 % » HEHA

I S 00 DNS.1 2 IP.1 -

1] *openssl.cig -
EER SEE #R0) 2RV 28

[ v3_req ]
# Extensions to add to a certificate request

# asiclonstraints = CA:FALSE

hasicConstraints=CA:TRUE ,pathlen:0

# kevlsage = nonRepudiation, digitalSignature, kevEncipherment FEEFF Defanlt

# kevlzage = nonRepudiation, digitalSignature, kevEncipherment #F###  Change
keylsage = digitalSignature, keyEncipherment #####  Change

# kevlsage = critical, cRLS1gn, digitalSignature, keyCeItS1gn

# kevlzage = digitalSignature ###F#  Change

subjectilthame = @alt_names #F#### Tuncomment Multi-Donain SSL Setup with “Subject Alternative Names”

[ alt_names ]

s, sca.hinet.net

PNS.2 = pki.hinst.net

#IP.1 = 172.16.1.1

#IP.1 = 10.10.10.1

#IP.1 = 192.168.1.1

Femail = caservice@cht.com.tw

Femail = jianminyao@cht.con.tw
#email = publicca@publicca.hinet.net

[ v3_ca ]

# Extensions for a twypical C4

4

=
kR4

g

# certificatePolicies= 1.3.6.1.4.1.23459.100.0.1, 1.3.6.1.4.1.23459.100.0.2, 1.3.6.1.4.1.23459.100.0.3, 2.16.886.1.100.0.1, 2.16.8856.1.100.0.2, 2.16.8856.1.100

certificatePolicies= 2.23.140.1.2.2, 1.5.6.1.4.1.23450.100.0.3

# Key usage: this is typical for a Ch certificate. However since it will

# prevent it heing used as an test self-signed certificate it 15 hest

# left out by default.

# kevlsage = cRLSign, keyCertSign

keylsage = critical, cRLSign, keyCertSign ###FF Tuncomnent keylsage .

# PEIX recommendation.

<

L2775 E11T 100% Windows (CRLF)
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