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《使用 OpenSSL 建立自簽根

憑證與簽發終端憑證指南》 
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114.3.20 

  自簽根憑證產生步驟 

https://blog.miniasp.com/post/2019/02/25/Creating-Self-signed-Certificate-using-OpenSSL 

Organization Name (eg, company) ===> Executive Yuan 
Organizational Unit Name (eg, section) ===> Ministry of Digital Affairs 
Organizational Unit Name (eg, section) ===> Ministry of Digital Affairs Root Certification Authority - 
G1 
 本文件操作需使用 Windows OpenSSL，故請先至以下連結下載 Windows OpenSSL 安裝

才能操作。 
https://slproweb.com/products/Win32OpenSSL.html 

 調整 openssl\bin 目錄下 openssl.cfg (已改好的檔為 openssl_RootCAPRofile.cfg, 可將

openssl_RootCAPRofile.cfg改檔名 openssl.cfg直接使用, 但預設組織及預設組織單位為前

述 Executive Yuan 及 Ministry of Digital Affairs, 可自行在用記事本打開修改預設組織及預

設組織單位) 
※ 將 stateOrProvinceName, commonName, emailAddress這三項前加#註記掉 
# For the CA policy 

[ policy_match ] 

countryName          = match 

#stateOrProvinceName     = match 

organizationName         = match 

organizationalUnitName = optional 

#commonName          = supplied 

#emailAddress          = optional 

 

 

  

https://blog.miniasp.com/post/2019/02/25/Creating-Self-signed-Certificate-using-OpenSSL
https://slproweb.com/products/Win32OpenSSL.html
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※ 將 countryName_default, stateOrProvinceName, 

stateOrProvinceName_default, localityName, 0.organizationName_default, 

commonName, emailAddress 這六項前加#註記掉; organizationalUnitName改為

0.organizationalUnitName; organizationName_default改為

0.organizationName_default加入機關名稱; 新增 1.organizationalUnitName; 

新增 1.organizationalUnitName_default加入單位名稱。 

 

[ req_distinguished_name ] 

countryName              = Country Name (2 letter code) 

#countryName_default         = AU 

countryName_default         = TW 

countryName_min          = 2 

countryName_max          = 2 

 

#stateOrProvinceName         = State or Province Name (full name) 

#stateOrProvinceName_default     = Some-State 

 

#localityName              = Locality Name (eg, city) 

 

0.organizationName         = Organization Name (eg, company) 

#0.organizationName_default      = Internet Widgits Pty Ltd 

0.organizationName_default       = Executive Yuan 

 

# we can do this but it is not needed normally :-) 

#1.organizationName         = Second Organization Name (eg, company) 

#1.organizationName_default    = World Wide Web Pty Ltd 

 

0.organizationalUnitName     = Organizational Unit Name (eg, section) 

#organizationalUnitName_default  = 

0.organizationalUnitName_default = Ministry of Digital Affairs Root 

 

1.organizationalUnitName     = Organizational Unit Name (eg, section) 

1.organizationalUnitName_default = Ministry of Digital Affairs Root 

Certification Authority - G1 

 

#commonName                      = Common Name (e.g. server FQDN or YOUR 

name) 

commonName_max          = 64 
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#emailAddress                    = Email Address 

emailAddress_max             = 64 
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※ 將 authorityKeyIdentifier這項前加#註記掉; 新增 keyUsage並加入

digitalSignature 

 

[ v3_ca ] 

# Extensions for a typical CA 

# PKIX recommendation. 

subjectKeyIdentifier=hash 

# authorityKeyIdentifier=keyid:always,issuer 

. 

. 

. 

# Key usage: this is typical for a CA certificate. However since it will 

# prevent it being used as an test self-signed certificate it is best 

# left out by default. 

# keyUsage = cRLSign, keyCertSign 

keyUsage = digitalSignature, cRLSign, keyCertSign 
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 打開 命令提示字元 執行以下指令 
 C:\WINDOWS\system32>cd C:\OpenSSL-Win32\bin 
 C:\OpenSSL-Win32\bin>mkdir MODA 
 C:\OpenSSL-Win32\bin>cd MODA 
 C:\OpenSSL-Win32\bin\MODA>openssl req -x509 -new -nodes -sha256 -utf8 -days 3650 -

newkey rsa:4096 -keyout MODARoot.key -out MODARoot.crt 
 若有組織有架設 Windows Active Directory (AD)環境，可先將根憑證 MODARoot.crt 匯入

AD 主機中，用派送的方式將根憑證 MODARoot.crt 派送至各個終端電腦中，即可讓所有

控管的終端電腦信賴簽發出來的自簽根憑證；若沒有架設 Windows Active Directory (AD)
環境，則只能至需要信賴憑證的終端電腦匯入自簽根憑證，可參考後面在 Windows植入

簽發出來的根憑證指令在需要信賴憑證的終端進行匯入動作。 
※ 若沒有設定環境變數，執行 openssl 有可能會出現 'openssl' 不是內部或外部命令、

可執行的程式或批次檔。。請在 Windows 設定 -> 系統 -> 左邊選項最下方 關於 
-> 右邊選項 進階系統設定，設定 OPENSSL_CONF 及 path 環境變數。 

※ 若沒有設定環境變數，可用指定 openssl.exe 程式全路徑並指定 openssl.cfg 檔案位

置執行，如 C:\OpenSSL-Win32\bin\MODA> “C:\OpenSSL-Win32\bin\openssl.exe” req 
-config “C:\OpenSSL-Win32\bin\openssl.cfg” -x509 -new -nodes -sha256 -utf8 -days 
3650 -newkey rsa:4096 -keyout MODARoot.key -out MODARoot.crt 

※ -days 3650 為簽發憑證效期天數約 10 年，3650 可自行調整。 
※ 若單位內有嚴格的資安管控，如 Active Directory (AD)，建議安裝 OpenSSL 時將

OpenSSL 在本機可以控管的目錄下，否則在操作上要放 openssl.cfg 檔案或改檔名需

要由管理者開放權限，操作上會比較麻煩。 

 

設定 OPENSSL_CONF 環境變數 
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設定 Path 環境變數 
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 以自簽根憑證簽發下屬終端憑證步驟 

https://blog.davy.tw/posts/use-openssl-to-sign-intermediate-ca/ 
Organization Name (eg, company) ===> Executive Yuan 
Organizational Unit Name (eg, section) ===> Ministry Of Digital Affairs 
Common Name (e.g. server FQDN or YOUR name) ===> www.moda.gov.tw 
 調整 openssl\bin 目錄下 openssl.cfg (已改好的檔為 openssl_EndEntityProfile.cfg, 可將

openssl_EndEntityProfile.cfg 改檔名 openssl.cfg 直接使用, 但預設組織及預設組織單位為

前述 Executive Yuan 及 Ministry of Digital Affairs, 可自行在用記事本打開修改預設組織及

預設組織單位) 
※ 將 dir 前加#註記掉; 新增 dir = .; 將 new_certs_dir前加#註記掉; 新增 

new_certs_dir = $dir 

 
※ 將 commonName前加註的#取消 

 
# For the CA policy 

[ policy_match ] 

countryName          = match 

#stateOrProvinceName     = match 

organizationName         = match 

organizationalUnitName = optional 

https://blog.davy.tw/posts/use-openssl-to-sign-intermediate-ca/
http://www.moda.gov.tw/
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commonName          = supplied 

#emailAddress          = optional 
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※ 將 1.organizationalUnitName, 1.organizationalUnitName_default 這兩項前加#註

記掉; commonName 前加註的#取消 

 
[ req_distinguished_name ] 

countryName              = Country Name (2 letter code) 

#countryName_default         = AU 

countryName_default         = TW 

countryName_min          = 2 

countryName_max          = 2 

 

#stateOrProvinceName         = State or Province Name (full name) 

#stateOrProvinceName_default     = Some-State 

 

#localityName              = Locality Name (eg, city) 

 

0.organizationName         = Organization Name (eg, company) 

#0.organizationName_default      = Internet Widgits Pty Ltd 

0.organizationName_default       = Executive Yuan 

 

# we can do this but it is not needed normally :-) 

#1.organizationName         = Second Organization Name (eg, company) 

#1.organizationName_default    = World Wide Web Pty Ltd 
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0.organizationalUnitName     = Organizational Unit Name (eg, section) 

#organizationalUnitName_default  = 

0.organizationalUnitName_default = Ministry Of Foreign Affairs Root 

 

#1.organizationalUnitName     = Organizational Unit Name (eg, section) 

#1.organizationalUnitName_default = Ministry Of Foreign Affairs Root 

Certification Authority - G1 

 

commonName                      = Common Name (e.g. server FQDN or YOUR 

name) 

commonName_max          = 64 

 

#emailAddress                    = Email Address 

emailAddress_max             = 64 
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※ 將 usr_cert 加入 # PKIX recommendations harmless if included in all 

certificates. …… extendedKeyUsage = critical,serverAuth,clientAuth 這

個區段內容; 將 basicConstraints前加#註記掉; # This is typical in keyUsage 

for a client certificate. # keyUsage = nonRepudiation, digitalSignature, 

keyEncipherment 這 兩 行 刪 除 ; nsComment 前 加 # 註 記 掉 ; # PKIX 

recommendations harmless if included in all certificates. # 

subjectKeyIdentifier=hash # authorityKeyIdentifier=keyid,issuer 這兩行

刪除;  # This is required for TSA certificates. # extendedKeyUsage = 
critical,timeStamping這兩行刪除 

 



第14頁, 共32頁 
 

 



第15頁, 共32頁 
 

[ usr_cert ] 

 

# These extensions are added when 'ca' signs a request. 

 

# PKIX recommendations harmless if included in all certificates. 

authorityKeyIdentifier=keyid,issuer 

subjectKeyIdentifier=hash 

 

# authorityInfoAccess = 

caIssuers;URI:https://www.moda.gov.tw/MODARootCA.p7b 

 

certificatePolicies = 2.16.886.101.0.3.3, 2.23.140.1.2.2 

 

# multidomain certificate 

subjectAltName  = @alt_names 

 

# crlDistributionPoints = URI:http://www.moda.gov.tw/ca.crl 

 

# This is typical in keyUsage for a client certificate. 

# keyUsage = nonRepudiation, digitalSignature, keyEncipherment 

keyUsage = critical, digitalSignature, keyEncipherment 

 

# This is required for TSA certificates. 

# extendedKeyUsage = critical,timeStamping 

extendedKeyUsage = critical,serverAuth,clientAuth 

 
# This goes against PKIX guidelines but some CAs do it and some software 

# requires this to avoid interpreting an end user certificate as a CA. 

 

# basicConstraints = CA:FALSE 

 

# This is typical in keyUsage for a client certificate. 

# keyUsage = nonRepudiation, digitalSignature, keyEncipherment 

 

# This will be displayed in Netscape's comment listbox. 

# nsComment   = "OpenSSL Generated Certificate" 

 

# PKIX recommendations harmless if included in all certificates. 
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# subjectKeyIdentifier=hash 

# authorityKeyIdentifier=keyid,issuer 

. 

. 

. 

# This is required for TSA certificates. 

# extendedKeyUsage = critical,timestamping 

 

※ 將 keyUsage前加#註記掉; 新增 keyUsage = digitalSignature, keyEncipherment

及 subjectAltName = @alt_names這兩行，並加入[ alt_names ]區段資料 

  

[ v3_req ] 

 

# Extensions to add to a certificate request 

 

basicConstraints = CA:FALSE 

#keyUsage = nonRepudiation, digitalSignature, keyEncipherment 

keyUsage = digitalSignature, keyEncipherment 

subjectAltName = @alt_names 

 

[ alt_names ] 

DNS.1 = www.moda.gov.tw 

#IP.1 = 203.66.32.136 

#email = service@moda.gov.tw 
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※ 加入 certificatePolicies及 Key usage …… keyUsage = critical, cRLSign, 

keyCertSign區段; authorityKeyIdentifier 前加註的#取消; # Key usage: this is 

typical for a CA certificate. However since it will …… # keyUsage = 

digitalSignature, cRLSign, keyCertSign這四行刪除 
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[ v3_ca ] 

 

# Extensions for a typical CA 

 

certificatePolicies = 2.16.886.101.0.3.3, 2.23.140.1.2.2 

 

# Key usage: this is typical for a CA certificate. However since it will 

# prevent it being used as an test self-signed certificate it is best 

# left out by default. 

# keyUsage = cRLSign, keyCertSign 

# keyUsage = digitalSignature, cRLSign, keyCertSign 

keyUsage = critical, cRLSign, keyCertSign 

 

# PKIX recommendation. 

 

subjectKeyIdentifier=hash 

 

authorityKeyIdentifier=keyid:always,issuer 

 

# This is what PKIX recommends but some broken software chokes on critical 

# extensions. 

#basicConstraints = critical,CA:true 

# So we do this instead. 

# basicConstraints = CA:true 

basicConstraints=CA:TRUE,pathlen:0 

 

# Key usage: this is typical for a CA certificate. However since it will 

# prevent it being used as an test self-signed certificate it is best 

# left out by default. 

# keyUsage = cRLSign, keyCertSign 

# keyUsage = digitalSignature, cRLSign, keyCertSign 
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 C:\OpenSSL-Win32\bin\MODA>openssl genrsa -out server.key 4096 
 C:\OpenSSL-Win32\bin\MODA>openssl req -sha256 -new -key server.key -out server.csr 
 C:\OpenSSL-Win32\bin\MODA>openssl ca -in server.csr -cert MODARoot.crt -keyfile 

MODARoot.Key -out server.crt -days 3652 
 ……Certificate is to be certified until Mar 17 09:52:16 2035 GMT (3652 days) 

Sign the certificate? [y/n]:y 
 1 out of 1 certificate requests certified, commit? [y/n]y 

※ 若沒有設定環境變數，可用指定 openssl.exe 程式全路徑並指定 openssl.cfg 檔案位

置執行，如 
C:\OpenSSL-Win32\bin\MODA>“C:\OpenSSL-Win32\bin\openssl.exe” genrsa -out 
server.key 4096 
C:\OpenSSL-Win32\bin\MODA>“C:\OpenSSL-Win32\bin\openssl.exe” req -config 
“C:\OpenSSL-Win32\bin\openssl.cfg” -sha256 -new -key server.key -out server.csr 
C:\OpenSSL-Win32\bin\MODA>“C:\OpenSSL-Win32\bin\openssl.exe” ca -config 
“C:\OpenSSL-Win32\bin\openssl.cfg” -in server.csr -cert MODARoot.crt -keyfile 
MODARoot.Key -out server.crt -days 3652 

※ 以上 server.key 及 server.pem，若簽多張，請用不同檔案取代，否則在相同目錄下

執行會一直蓋檔過去。 
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 在 Windows植入簽發出來的根憑證 

 C:\OpenSSL-Win32\bin\MODA>certutil -addstore -f "ROOT" MODARoot.crt 
ROOT "受信任的根憑證授權單位" 
簽章符合公開金鑰 
憑證 "Ministry of Digital Affairs Root Certification Authority" 已新增到存放區中。 
CertUtil: -addstore 命令成功完成。 
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 產製 ca.crl，在 Windows植入憑證廢止清冊 ca.crl。 
 C:\OpenSSL-Win32\bin\MODA>openssl ca -gencrl -keyfile MODARoot.key -cert 

MODARoot.crt -crldays 3652 -out ca.crl 

Using configuration from C:\OpenSSL-Win32\bin\openssl.cfg 

Loading 'screen' into random state – done 

※ -crldays 3650 為簽發憑證廢止清冊效期天數約 10 年，3650 可自行調整。 

 C:\OpenSSL-Win32\bin\MODA>certutil -addstore -f "ROOT" ca.crl 

ROOT "受信任的根憑證授權單位" 

CRL "OU=Ministry of Digital Affairs Root Certification Authority - G1, 

OU=Ministry of Digital Affairs, O=Executive Yuan, C=TW" 已新增到存放區中。 

CertUtil: -addstore 命令成功完成。 
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 C:\OpenSSL-Win32\bin\MODA>certutil -URL https://www.moda.gov.tw/CRL/ca.crl 

CertUtil: -URL 命令成功完成。 

※ 請自行找一台內部主機放置產製出來的 ca.crl; 上述指令自 FQDN自行改為自己放

置的內部主機 FQDN或 IP; 確認終端電腦可以透過 certutil -URL抓取該 CRL。 

 

 

 

  



第24頁, 共32頁 
 

 在 命令列 或 命令提示字元 下輸入 mmc Enter; 選檔案 -> 新增/移除嵌入式管理單元

(M) -> 可用式嵌入式管理單元(S) 選擇 憑證 -> 新增; 這個嵌入式管理單元將自動管理

下列帳戶的憑證: 選 我的使用者帳戶(M) -> 完成 -> 確定 
 點選 憑證-目前的使用者 -> 受信任的根憑證授權單位 -> 憑證撤銷清單，在右邊視窗

中可找到植入的憑證撤銷清單 
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 確認簽出來的根憑證植入 Windows的狀態，正常會如下圖並沒有任何錯誤或驚嘆號 
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 確認簽出來的終端憑證狀態，正常會如下圖並沒有任何錯誤或驚嘆號，發給會出現簽發

的 Domain Name 
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 將 OpenSSL產製的私密金鑰及自簽憑證合併成 PKCS12檔案格式(PFX檔) 

openssl pkcs12 -export -inkey server.key -in server.crt -out server.pfx 

※ 若沒有設定環境變數，可用指定 openssl.exe 程式全路徑並指定 openssl.cfg 檔案位

置執行，如 
C:\OpenSSL-Win32\bin\MODA>“C:\OpenSSL-Win32\bin\openssl.exe” pkcs12 -
export -inkey server.key -in server.crt -out server.pfx 
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 將 PKCS12檔案格式(PFX檔)轉成 JAVA常用的 keystore檔，但必須要有安裝 OpenJDK或

Oracle JAVA JDK才能操作 

keytool -importkeystore -srckeystore server.pfx -destkeystore tomcat.jks -

srcstoretype pkcs12 -deststoretype jks -srcalias 1 -destalias tomcat 
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 刪除植入 Windows 根憑證方法 
 在 命令列 或 命令提示字元 下輸入 mmc Enter; 選檔案 -> 新增/移除嵌入式管理單

元(M) -> 可用式嵌入式管理單元(S) 選擇 憑證 -> 新增; 這個嵌入式管理單元將自動

管理下列帳戶的憑證: 選 我的使用者帳戶(M) -> 完成 -> 確定 
 點選 憑證-目前的使用者 -> 受信任的根憑證授權單位 -> 憑證，在右邊視窗中找到植

入的根憑證名稱，按滑鼠右鍵選刪除，刪除後根憑證就會變成不受信賴 
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 openssl.cfg設定 req_distinguished_name說明 

[ req_distinguished_name ] 

countryName               = Country Name (2 letter code) 

#countryName_default        = AU                             #####  comment Default 

countryName_default         = TW                             #####  Change 

===> 可改 Executive Yuan，或產生請求檔自行輸入即可 
 

#localityName          = Locality Name (eg, city)             #####  uncomment Default 

localityName_default         = Taipei City 

 

0.organizationName     = Organization Name (eg, company) 

#0.organizationName_default   = Internet Widgits Pty Ltd             #####  comment Default 

0.organizationName_default    = Chunghwa Telecom Co., Ltd. 

===> 可改 Executive Yuan，或產生請求檔自行輸入即可 

 

1.organizationName           = Second Organization Name (eg, company) 

1.organizationalUnitName_default = Information Technology Group 

===> 可改 Ministry Of Foreign Affairs，或產生請求檔自行輸入即可 

 

commonName               = Common Name (e.g. server FQDN or YOUR name) 

commonName_default          = eca.hinet.net 

===> 可改也可不用改，產生請求檔自行輸入即可 
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 openssl.cfg設定 alt_names說明 

[ alt_names ] 

DNS.1 = eca.hinet.net 

DNS.2 = epki.com.tw 

#IP.1 = 172.16.1.1 

#IP.2 = 10.10.10.1 

#IP.3 = 192.168.1.1 

要加主體別名在 alt_names 這個區段，若多網域則用 DNS.1、DNS.2 或 IP.1、IP.2、IP.3 等，若只有單網

域只要加 DNS.1 或 IP.1。 

 


